SaTC: Core:End-to-End Support for Privacy in the Internet-of-Things

Challenge:

* |oT devices sensing sensitive data
rapidly increasing with little user
awareness / control

Lack of testbeds to study loT
Privacy at scale with actual users
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loT Apps / End-User Environments

Carnegie
Mellon

University

Scientific Impact:

“AppService”
Running Managed loT Apps

REST +
PubSub API

loT Relevant
Programming Abstractions

Distributed Middleware
(Data Stores, Metadata Ontology)

ML Based
Virtual Sensors

Physical Raw
Sensors/Actuators

Data Connectors / Device Drivers

*  Requires holistic end-to-end LT
system design considering all :
stakeholders and all parts of the  suiaing
software/hardware stack and Floors
MITES Devices
Solution: End-to-End Software Stack
. Testbed + Stack for loT Security / Privacy o (1)

330+ “Mites” sensors deployment

Software stack with privacy controls

New privacy Uls and modalities

Developer support for Privacy

Coconut/Honeysuckle IDE plugins

Motivate privacy from the start
New Privacy Disclosure Mechanisms
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New loT Privacy-Security Label
User studies with stakeholders
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notes") Security & Privacy Overview

recording audi

Smart Security Camera, NS200
Firmwere version 2.5.1: updated on: 6/15/2019
The device was: in: United States

Casa

‘Security updates  Automatic (avaiable until 1/1/2022)

Multpie user acoounts are alowed
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o Detailed Securty & Privacy

Labet:
‘‘‘‘‘ wwiotsecurityprivacy.org/tabels

www.iotsecurityprivacy.orq

. New privacy aware programming
models and architectures for loT
loT Security and Privacy notices

Experiences developing and
deploying an end-to-end ML + loT
stacks in a smart building

New loT Apps that balance utility
and privacy tradeoffs

Broader Impact:

. Open source BuildingOS stack

Open source Coconut and
Honeysuckle IDE tools

Opensource loT Label design
(www.iotsecurityprivacy.org)
Multiple government, vendor and
industry interactions (NIST, FTC,
ConsumerReports, UL, WEF, ..)

New courses and content to graduate
classes, new loT course

Outreach to underrepresented
groups (e.g., REU Programs)

TCS Hall 10T testbed, 330+ Mites
multi-modality sensors, 90,000 sqg-ft
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